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Introduction
About Me

Richard Horridge @

m PhD Researcher in Next Generation Railway
Track Condition Monitoring at University of
Birmingham
Centre for Railway Research and Education

m Operations Interface Manager (OIM) in
System Operator at Network Rail

m PhD: Scaling up instrumentation of passenger
trains with inertial sensors to gain deeper
understanding of the state of railway track

m OIM: Developing and maintaining Operational
Decision Support Tools for railway operations
staff

m Six years of experience working across industry
and academia

m AWS Certified Solutions Architect Professional
and Microsoft Certified Azure Administrator



https://orcid.org/0000-0002-4175-1738
https://orcid.org/0000-0002-4175-1738
https://www.birmingham.ac.uk/research/centres-institutes/railway-research-and-education
https://www.networkrail.co.uk/who-we-are/about-us/system-operator/
https://www.networkrail.co.uk/
https://aws.amazon.com/certification/certified-solutions-architect-professional/
https://learn.microsoft.com/en-us/credentials/certifications/azure-administrator/

acumen ODST

acumen

Birmingham New Street = Docker® 4 & &

m scumen Operational Decision Support Tool
(ODST) .

m Deployed at Birmingham New Street, York,
Crewe, London Euston and London King's Cross

m Used by operations staff to make tactical
decisions by providing them with a full
operational picture
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Figure: acumen Platform Docker



aSIST

m acumen Signallers Information Support Tools
(aSIST)

m Deployed at over 170 signals all over the UK

m Used by signallers to notify them of incorrectly
setroutes

acumen  asiST Wrong Route Tool - Colwich Junction
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Figure: aSIST Wrong Route Tool



Condition Monitoring Research

m Collecting accelerometer and gyroscope data
from train vehicle bogies

m Using it to monitor degradation in railway track
condition

m Current focus on reliably positioning and
aligning recording data

m Aim to scale up instrumentation of vehicles to
cover entire fieet of trains

Figure: Aligning track geometry
recordings



CLI Tools and Text Editors

m Choose the editor(s) that work for you
m Focus on tools not editor-specific functionality
m Standardise project configuration and tasks

m ‘Narrow waist of UNIX pipes and commands

e.g. Just (taskrunner), uv (Python toolchain manager), Find + Xargs
(shell-centric programming)

# Run unit tests
test tests=unit-tests:

i T (U {{tests}} -m "{{unit-test-marks}}
and {{slow-marks}}"

# Run ALL unit tests, including all marks
test-unit-all:
poetry run pytest {{unit-tests}} -vvv

# Run static analysis
mypy:
poetry run mypy

# Generate coverage report for unit tests
coverage-run:

poetry run coverage run --branch --source {{python-
name}} -m pytest -m "{{unit-test-marks}} and {{slow-mar
ks}t" {{unit-tests}}

# Report coverage in terminal
coverage-report:

poetry run coverage report --sort=cover --skip-cove
red

# Generate HTML coverage, failing under a percentage

Figure: Platform-agnostic task runner
(Just, Poetry)


https://github.com/casey/just
https://docs.astral.sh/uv/
https://www.oilshell.org/blog/2021/08/xargs.html

SSH for System Administration

- name: Setup SSHD

® Managing multiple remotes using /etc/hosts Rormes oo
. ks:
and ~/. ssh/conflg e e Tlogin is disabled
lineinfile:
m Standard UNIX utilities onremote serverse.q. vi s
. . line: 'PermitRootLogin no'
m Securing your servers using firewalls, SSH - nane: disable password authentication
COﬂflg etc. dest: /etc/ssh/sshd_config
rgge)_(pf 'Att?PasswordAu;hengicatizlm'
m Hosting applications in containers - L e P e 0
lineinfile:
i i i : i
m Exposing applications through reverse proxy Ee S ot <y
‘ ‘ e L ot
m Connecting to remote ports locally using SSH U e
tunnelling e et
. . . . state: l‘"estal‘f:ed . . . .
m Automating operations using provisioning tools e e

- name: restart sshd

e.g. Fail2Ban (blocking login attempts), UFW (firewall),

Docker-Compose (running applications), nglnxfgroxy(reverse ; .
‘hp_rproxy “Ansible (automation) ggij e: Ansible playbook for securing



https://github.com/fail2ban/fail2ban
https://help.ubuntu.com/community/UFW
https://docs.docker.com/compose/
https://github.com/nginx-proxy/nginx-proxy
https://www.ansible.com/

Version Control in Industry

pick 5d7c707 Outline notes for lecture 14
squash 7043972 Sections on K8s, Git, tools, SSH

. Keep‘ng Work Up_to_date Us‘ng rebase ! Rebase 77bdf21..7043972 onto 77bdf21 (2 commands)
. . "
m Managing multiple development branches R
#r re\tmr? = use commit, but edit the commit message
m Standardising changes and review processes e e e L e e
m Make Smal\, reversible Changes ulog MEsszgijxup - like "squash”, but discard this commit's
. # x exec = run command (the rest of the line) using
m Use standard commit message formats e,
. . #u undo last change
m Run pre-commit hooks to solve common issues paz  fall GE th = i e
Q tell Git that you changed your mind, i.e. abort
. ik move point to previous line
m Document releases in non-technical language #3 ~ move point to next Line
eg. pre-commit (standard hooks), Magit (powerful Git Ul in Emacs), [ o] hos the commit ot boint ta"inother bufer
# commit's log message, unless -C is use

Pull Request Templates (checklist for proposed changes),
Conventional Commits (spec for Git commits), Git Reflog (find lost
commits), GitHub CLI (commandline interface for GitHub, Figure: Magit rebase interface


https://pre-commit.com/
https://magit.vc/
https://docs.github.com/en/communities/using-templates-to-encourage-useful-issues-and-pull-requests/creating-a-pull-request-template-for-your-repository
https://www.conventionalcommits.org/en/v1.0.0/
https://git-scm.com/docs/git-reflog
https://cli.github.com/

Continuous Integration and Delivery

Continuous Integration (Cl)

#9107438206: typescript
[ v master < 6f9745d6
00:00:41

&1 day

ago

m Runrepeatable tasks on your codebase
) » #9107438203: test
m Generate signed and verified build artefacts @ ep— gy

00:03:50
m Ensure that code passes quality checks Biaay
® Many providers allow self-hosting to reduce age
cost _
e.g. GitHub Actions, GitLab CI/CD, Jenkins, Travis Cl, CircleCl jeieiss2oodily
<] v master < 6f9745d6
00:02:37
&1 day

ann

Figure: Continuous Integration
pipelines in GitLab


https://github.com/features/actions
https://docs.gitlab.com/ee/ci/
https://www.jenkins.io/
https://www.travis-ci.com/
https://circleci.com/

Continuous Integration and Delivery

Continuous Delivery (CD)

B Automated deployment of artefacts to
end-users

m Reduce volume of repeated manual work

m Combine with Infrastructure-as-Code for
complex projects

m Focus on small incremental changes

e.g. ansible-pull (run tasks on remove servers automatically)

80 workflow runs

Event - Siatus -  Branch -  Aclor -

© pages build and deployment
pages-build-deployment #143: by
mariusmue

© pages build and deployment
pages-build-deployment #142: by
mariusmue

© pages build and deployment
pages-build-deployment /1141 by

@ pages build and deployment
pages-build-deployment #140: by
heavyimage

© pages build and deployment
pages-build-deployment #139: by
heavyimage

master

master

master

master

master

&3 days ago
Bazs

B3 daysago
B3

B lastweek
B30

8
Fweeks ago
Gazs

<]
2 months ago
Gaos

Figure: Deployment pipelines for
Missing Semester website in GitHub



https://docs.ansible.com/ansible/latest/cli/ansible-pull.html

Documentation and Project Management

Documentation

m Ensure documentationis targeted at the reader
m Use plain text formats and version it using Git |

m Publish documentation in HTML and optionally TUTORIALS HOW-TO GUIDES
PDF formats westums-onewreo § reomew onienreo
m Consider keeping diagrams in plain-text format UNDERSTANDING-ORIENTED. ¥ INFORNATION-ORIENTED

alongside documentation EXPLANATION | REFERENCE

m Generate documentation automatically where
possible in Cl pipelines

e.g. Didtaxis and Divio (structuring documentation), MkDocs Figure: Divio documentation system
(generating documentation), GitHub Pages (static site hosting),
PlantUML and Mermaid.JS (diagrams as code)



https://diataxis.fr/
https://docs.divio.com/documentation-system/
https://www.mkdocs.org/
https://pages.github.com/
https://plantuml.com/
http://mermaid.js.org/

Documentation and Project Management

Project Management

m Keep track of issues and tasks
m Maintain a project plan and backlog

m Ensure your teamis onboard with your
processes

m Allow teams to work independently

Repeat

Figure: Agile lifecycle model



Case Study 1: Reporting of Open GitHub issues

query($owner: String!, $repo: String!) {
repository(owner: $owner, name: $repo) {

Using the GitHub GraphQL API to format issues(first: 80, states: OPEN) {
openissues in arepository.

OWNER="my-name"
REPOSITORY="my-: "
my-repo labels(first: 10) {
# Format CSV header edos
echo '{}' | jq -r '["ID", "Issue Number", \ } name
"Issue URL", "Issue Title", "Labels", \ }
"Project Number", "Project Title", \ 5
e [ Ot assignees(first: 1) {
nodes{
# Query GitHub API 3} nane
gh api graphql \ }
-F repo="${REPOSITORY}" \ .
lest
-F owner="${OWNER}" -f \ mlnz;bzie t
query="$(cat issues.gql)" \

| Jql—i .data.repository.issues.nodes[] projectsV2(first: 1) {

nodes {
number
title

[.id, .number, .url, .title, \
(.labels.nodes | map(.name) |
join(",")), \
.projectsV2.nodes[] .number, \
.projectsV2.nodes[].title, \
.milestone.number ] | @csv'




Generative Al Uses

m Current trend is increasing usage of
LLMs for writing code

m You likely have to comply with
workplace policy

m Depends highly onindustry e.g. only
allowing M365 Copilot

m Beware of data exfiltration and
complexity creep!

e.g. OpenCode and Pi (agent harnesses),
Claude Opus 4.6, Gemini 31 Pro, GPT 5.4 (proprietary large

language models), OpenRouter (AP! for accessing LLMs)

(Ao |Gy © -

Enterprise datg
piotection applies to
this chat.

Welcome, how can | help?

Message Copilot

+ 22 Tools ‘\g/\

Summarise file Help me prepare fora Summarise the main
review of doc with...
Get unbiased feedback

points of the latest...

= 'y H =
\_ Stay on top of Al

| Getan overview

See more

Figure: Enterprise data protection for M365
Copilot


https://opencode.ai/
https://pi.dev/
https://www.anthropic.com/news/claude-opus-4-6
https://deepmind.google/models/model-cards/gemini-3-1-pro/
https://openai.com/index/introducing-gpt-5-4/
https://openrouter.ai/

Generative Al Uses

m Agent harnesses can be very effective due to self-reinforcing feedback
m Challenge shifts to accurately specifying work

m Be strict on taste and smell of code

m Carefully specify what is needed

m Underlines importance of accurate documentation written for humans

Spec

[ Feedback HCoding Agent]
A

4[ Tool‘éalls H Output ]




WX for Industry / Academia

m ATpX has uses for non-academic writing as well

m Write documents in lightweight markup
language

m Exporting documents to different formats

m Stick to HTML where possible for accessibility

e.g. Org-Mode (markup format and environment), Org-Ref (integrate
academic referencing), Pandoc (convert between many document

formats), Beamer and Beamer Poster (generating presentations and
posters using BTEX), Quarto (technical publishing to various formats)

~b] Body only:
[C-s] Export scope: Buffer
[c-a] Async export: Off

[0] Export to org
0] As org buffer
[v] As Org file and open

[ Export to Quarto
b] To temporary buffer
[0] To file and open
[r] To file and render

[h] Export to HTML
[H] As HTML buffer
[0] As HTML file and open

[ Export to LaTex
[L) As LaTex buffer
[p] As POF file
[8] As LaTeX buffer (Beamer)
[P] As POF file (Beamer)

[m] Export to Markdoun
[M] To temporarv buffer

[C-v] Visible only:
[C-f] Force publishing: Off

[o] As org file

[f] To file
pl To file and preview

[h] As HTML file

[1] As LaTeX file

[o] As PDF file and open

[b] As LaTeX file (Beamer)

[0] As PF file and open (Beamer)

[m] To file

Figure: Export options from Emacs

Org-Mode


https://orgmode.org/
https://github.com/jkitchin/org-ref/blob/master/org-ref.org
https://pandoc.org/
https://ctan.org/pkg/beamer
https://ctan.org/pkg/beamerposter
https://quarto.org/

Web Application Frontends

m Web applications have significant advantages
for developers and users

m Many web solutions are overengineered for
their purpose

m Simple and boring solutions are usually best

m When you do need the abstractions,
frameworks are worth it

m Adding more dependencies generally worsens
user experience

e.g. TypeScript (type checking for JavaScript), esbuild (bundling
JavaScript and CSS), htmx (manage dynamic behaviour using HTML
attributes), TinyJS (minimalist JavaScript framework)

Code | Biame | 35 Tines (35 loc) = 2 K&

1

© =1

s cestomeny s aives) = amsioistusees) forced| (e
if (typeof value = ‘object’) return assigndecp(elnlkey],

Bt assiantstn, Tiker1; vabuer) T catch 1 elacoriaveritechey,

Array. fron((
oL,

. fana(h(tag A e aimltag] = function(age) 1
typeof args(0] — 'object” 5 [(args[0] instanceof KTMLELe

€ln.append ... args.rap(a = typeof a = 'string’ ? document. createTexthor

windo['$'] - selector -5 document.querySelector(selectar)
window[ '$3'] = selector = Array. fron(document. queryselectorAll(selector))
mwdnw[‘creau:zale ] - state = {

- Object. fronEntries(obect keys(state) ma(s = (3, (11)
= state._updates[s].forfach(u - u())

dat 2 guate._uptates(sl.push(u)
Droxy(state, {seto, by V3 {60 = o5 o Update(p)i retura tr

Figure: Maybe this is all the framework
code you need? (TinyJS)


https://www.typescriptlang.org/
https://esbuild.github.io/
https://htmx.org/
https://github.com/victorqribeiro/TinyJS

Database Design

Databases

®m [hinkabout your data and how it will be used

m Schema vs schema-less Types of Databases
m Database extensions allowing other data & B
use-cases fo."‘o Relational
m Handling scaling of your application oo —
r— -
m Use theright tool for the job AN i
eg. SQLite3 (widely deployed embeddable RDBMS), PostgreSQL &}\& 5 it

(networked RDBMS), SQLAIchemy (ORM for RDBMS in Python), Graph
DuckDB (analytical DBMS), Redis and its implementations (key-value

store DB), Neo4J (graph database), InfluxDB (time-series database),

Prometheus (metrics database), Grafana (visualise time-series data), Figure: Different Types of Databases
PostGIS (geospatial database extension), TimescaleDB (time-series

database extension)



https://www.sqlite.org/index.html
https://www.postgresql.org/
https://www.sqlalchemy.org/
https://duckdb.org/
https://redis.io/
https://neo4j.com/
https://www.influxdata.com/
https://prometheus.io/
https://grafana.com/
https://postgis.net/
https://www.timescale.com/

Case Study 2: Database Types and use-cases

Key-value:

Figure: Key-Value database (acumen
Forecasting)

Blob storage:

B 872HI9MF19
B

1
s
3
0

36:10 5.0 KiB 872057NY19

Figure: Blob storage database (acumen Entity
Archive)

Relational

Figure: Relational database (acumen Train
Service Database)

Figure: Graph database (acumen Network Model)

Time series:

Firire: Time-caries databhace (Promethel 1)



Cloud Provider Managed Services

DigitalOcean

m Many different services on offer from numerous

providers
m Alloffer basic VPS services, storage and

networking
m Easy to be locked-in to a vendor
m Beware of hidden costs e.g. data ingress, DoS,

metrics and logging ‘

m Choice may not be up to you!
e.g. AWS, Azure, Google Cloud, Oracle Cloud Infrastructure, Hetzner,

DigitalOcean, Cloudflare, Backblaze B2

Figure: Different cloud providers - there
are many more (© 2025 Amazon,
Microsoft, Google, Oracle, Hetzner,
DigitalOcean, Cloudftare)


https://aws.amazon.com
https://portal.azure.com/
https://cloud.google.com/
https://www.oracle.com/cloud/
https://www.hetzner.com/cloud/
https://digitalocean.com/
https://www.cloudflare.com/en-gb/
https://www.backblaze.com/cloud-storage

Cloud Automation Tools

Tools and Output Formats

m Use CLItools provided by cloud providers
m Standard interchange format (JSON)
m Parsing and presenting data using tools

€.9JQ (JSON parser), AWS CLI (CLI tool for Amazon
Web Services), etc.

"InstanceType": "m5.8xlarge",
"CurrentGeneration": true,
"FreeTierEligible": false,
"SupportedUsageClasses": [
"on-demand",
"spot"
1

’
upportedRootDeviceTypes": [
"ebs"

}

"SupportedVirtualizationTypes": [
“hvm"

1,

"BareMetal": false,

"Hypervisor": "nitro",

"ProcessorInfo": {
"SupportedArchitectures": [

"X86_64"

’
"SustainedClockSpeedInGhz": 3.1,
"Manufacturer”: "Intel"l]

Lo

Figure: CLI example output (querying
AWS EC2 instance types)


https://jqlang.org/
https://aws.amazon.com/cli/

Cloud Automation Tools

Infrastructure as Code (laC)

m \ersion your infrastructure using Git
m Be careful of vendor lock-in with proprietary laC

m Prefer configuration languages to YAMLe.g.
HCL

m Integrate with Cl

m Beware of cost!

e.g. Terraform (infrastructure as code), OpenTofu (fork of Terraform
following license change), Checkov (secure [aC configuration),
Infracost (check cost impact of resources)/

data "aws_ami” “ubuntu® { Copy
most_recent = true

filter {
name = "name"
values = ["ubuntu/images/hvm-ssd/ubuntu-jammy-22.04~

1

filter {
name = "virtualization-type"
values = ["hvn"]

}

owners = ['099720109477"] # Canonical

resource "aws_instance” "web” {
i = data.aws_ami.ubuntu.id
instance_type = "t3.micro"

tags = {
Name = "HelloWorld"
¥
¥

Figure: Terraform example for creating
an AWS EC2 instance


https://developer.hashicorp.com/terraform/language
https://www.terraform.io/
https://opentofu.org/
https://github.com/bridgecrewio/checkov
https://www.infracost.io/

Cloud Automation Tools
Kubernetes (K3s)

m Horizontal scaling of containerised applications

K9s Rev: v0.32.4 % v0.32.7

) K8s Rev: v1.31.4-eks-2d5f260
m Complex but solves common problems in S
software deployment s B
m Difficult to run stateful systems o
aws-node-c7616
m Many different implementations of the API s
aws-node-ucjck
m Optionstorunlocally andin the cloud e nodeaming
aws-node-xwbjg
m Package management and custom resource e
coredns-5469649fdf-tfrdb
definitions ebs-csi-controller-569bd6f796-57png
m IS it necessary?
e.g. K3s (lightweight Linux K3s distro), Minikube (cross-platform K3s Fioure: P running i
- —_— opment
distro), Kuoectl (K3s CLI), K9s (terminal Ul for K3), Helm (K3s b efedss iy s?e?%K%i S‘e;’e‘ P
package manager), cert-manager (automatically provision TLS
certificates), arkade (quickly install K3s tools and packages)


https://k3s.io/
https://minikube.sigs.k8s.io/docs/
https://kubernetes.io/docs/reference/kubectl/
https://k9scli.io/
https://helm.sh/
https://cert-manager.io/
https://github.com/alexellis/arkade

Case Study 3: Migration from AWS to Azure

amazon

webservices

m Planned and partially executed migration
m Focus onreusability of Terraform code
® Modules that are independent of cloud vendors

m Made easier by designing for open source
platforms

m Limit dependency on vendor-specific APIs
e.g. Redis, PostgreSQL, Python, Terraform, Kubernetes

Figure: Migration from AWS to Azure (©
2025 Amazon, Microsoft, HashiCorp,
Linux Foundation)


https://redis.io/
https://www.postgresql.org/
https://www.python.org/
https://www.terraform.io/
https://kubernetes.io/

Conclusions

Common Themes

m Narrow Waists

m Open-Source standards and code
m Avoiding vendor lock-in

m Use the right tools for the job!


https://www.oilshell.org/blog/2022/02/diagrams.html

Conclusions

Future Work

m Improve the ecosystem

m Advocate for open-source tools and workflows
B Find projects that interest you

m [t doesn't take much to be considered an expert!



Image References

m Divio Documentation System -
https://docs.divio.com/documentation-system/

m Agile Lifecycle Model - https:
//techgenies.com/agile-lifecycle-model-advantages-and-disadvantages/

®m TinyJS-https://github.com/victorqribeiro/TinyJS/blob/master/tiny.js
m Typesof Databases - https://www.founderjar.com/types-of-databases/


https://docs.divio.com/documentation-system/
https://techgenies.com/agile-lifecycle-model-advantages-and-disadvantages/
https://techgenies.com/agile-lifecycle-model-advantages-and-disadvantages/
https://github.com/victorqribeiro/TinyJS/blob/master/tiny.js
https://www.founderjar.com/types-of-databases/

